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Online Safety Superstars

Learning objective: To understand how to stay safe, respectful, and responsible when using the internet.

Read the front of each flashcard to test your knowledge about staying safe online. Flip to check if your answer
matches the definition provided.

What is a 'Digital Footprint'?

It is the trail of data and information you leave behind
whenever you use the internet, such as posts, photos, and

search history.

Why should you keep your personal information
private?

To protect your identity and safety; personal information
includes your full name, home address, school name, and

telephone number.

What is the best way to create a 'Strong Password'?

Use a mix of at least 8 characters, including upper and
lower case letters, numbers, and symbols that are not easy

for others to guess.

What should you do if someone is being unkind to you
online?

Do not reply, save evidence by taking a screenshot, block
the user, and tell a trusted adult immediately.

What are 'Privacy Settings' on social apps or games?

They are controls that allow you to decide who can see
your profile, send you messages, or view the content you

post.

Who is a 'Trusted Adult' you can talk to about online
worries?

A parent, carer, teacher, or any other adult you know well
who can help you resolve problems safely.

Why is it important to think before you post or share
online?

Because once something is shared on the internet, it can
be very difficult to delete or control who sees it.

What does it mean to 'Report' a user?

It means using the built-in safety tools on a website or app
to tell the platform administrators that a user is breaking the

rules or acting inappropriately.

Is everything you read or see online true?

No, you should always check facts from reliable sources
because people can post misleading information or 'fake

news' online.

How should you treat others when communicating
online?

You should always follow the 'Golden Rule': treat others
with the same kindness and respect that you would show

them in person.

What should you do if an online game or app asks for
your location?

Always say 'No' or 'Block' and tell a trusted adult, as
sharing your real-time location is a safety risk.

If Max (the maths-loving monkey) sees a pop-up saying
he has won a prize, what should he do?

He should ignore it and close the window, as it is likely a
scam designed to steal personal information.
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